
Counterfeit Plastics

The Life of a Counterfeit Card and how to stop it!
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Counterfeit Cards

Federal Trade Commission estimates that 
10 million Americans have their personal 
information pilfered and misused in some 
way or another every year, costing 
consumers $5 billion and businesses $48 
billion annually.

PRESENTATION TITLE

Information technology has made counterfeiting activity 
available for the average criminal.
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Creating Counterfeit Cards

1. Data Breach- Data Breach occurs when information is released 
or accessed by unauthorized individuals.

2. Skimming- Skimming is replicating account information encoded 
on the magnetic stripe of a valid card using it for fraudulent transactions.

3. Social Engineering- Social Engineering is the act of 
manipulating people into divulging confidential information.

How do the fraudsters get my 
members’ information?
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Polling Question

What keeps you up at night? 
— Data Breach

— Skimming

— Social Engineering



5

1. Data Breaches

2008 Data Breach Statistics:
— 90 confirmed Data Breaches 

were reported

— 285 million records were 
compromised

Data Breach occurs when information is 
released or accessed by unauthorized 
individuals.

http://firstrung.co.uk/dbimgs/security.gif
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1. How Data Breaches Happen
How are the Fraudsters gaining access to my data?

Missing 
Documents

Skimming

Insider Theft

Exposure on 
Web

Stolen 
Hardware

Network 
Intrusion

Unknown Accidental
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1. Ways Data Breaches Can Be Used

Online Carding Sites
Online Carding is a virtual criminal network 
involved in the buying and selling of stolen 
financial information including credit card data, 
login credentials as well as equipment used in 
carrying out financial crimes. 
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2. Skimming

Reader/Writer

Reader connected to 
a laptop

Skimming is replicating account information encoded on the 
magnetic stripe of a valid card using it for fraudulent transactions.

False ATM Front
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Parking
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14%

2. Where Does Skimming Occur?
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3. Social Engineering
Social Engineering is the act of 
manipulating people into 
divulging confidential 
information.

Types of Social Engineering

Phishing

Smishing

Pharming

Vishing
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3. Social Engineering - Vishing

Higher use of call centers make it 
more acceptable for request of 
personal information over the phone

Easier to get to highly susceptible 
group such as elderly individuals
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Creating Counterfeit Cards

Create the Plastic

Altered Cards

Manufactured Cards

White Plastic

Stolen Unembossed 
Plastics

Testing the Data for Validity
Online merchant authorizations
Stolen Merchant Numbers
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Using the Counterfeit Cards
When? Immediately following Compromise 
Hold data until issuer becomes unsuspecting 
of use.

Where do they use them?  

Gas Stations

Grocery Stores

Wal-Mart*

http://upload.wikimedia.org/wikipedia/commons/a/af/Gas-pump-Indiana-USA.jpg
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The Investigation

Challenge Process

Common Purchase Point

Contact Merchants and Law Enforcement

Look for Association Chargeback and 
Compliance Opportunities

http://images.google.com/imgres?imgurl=http://3.bp.blogspot.com/_PdPt6sujxdQ/Rbpb8AcuOnI/AAAAAAAAACc/LEVrolbn3eg/s200/Doj.png&imgrefurl=http://pindebit.blogspot.com/2008_10_26_archive.html&usg=__pvBYBQp5Da5FxIF0ZcOUimFRvYg=&h=200&w=200&sz=84&hl=en&start=4&um=1&tbnid=ZyA0RVKpesJ6DM:&tbnh=104&tbnw=104&prev=/images%3Fq%3Dmastercard%2Binvestigation%26hl%3Den%26safe%3Dactive%26um%3D1
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Polling Question

How do you typically handle Account Data 
Breach information? 
— Send member letter to monitor their account

— Monitor through special risk mitigation strategy 

— Monitor through normal mitigation strategies

— Block and reissue

— Change expiration date
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Mitigation Techniques
Fraud Detection Tools:

Real Time Detection such as Falcon Neural Network
Exception reporting

Member Education:
Cardholder Welcome Calls
Statement Messaging
Statement Inserts
Emails
Website Alerts

TM

http://images.google.com/imgres?imgurl=http://developer.teradata.com/sites/all/files/users/Call%2520Center(3).jpg&imgrefurl=http://developer.teradata.com/applications/articles/the-friday-night-project-1-active-integration-introduction&usg=__wzNA0lrmJQQ6m-kk_EAzOePUkWE=&h=220&w=220&sz=8&hl=en&start=114&tbnid=fd4IenvmMlQ9FM:&tbnh=107&tbnw=107&prev=/images%3Fq%3Dpicture%2Bof%2Bcall%2Bcenter%2Bagent%26gbv%3D2%26ndsp%3D21%26hl%3Den%26safe%3Dactive%26sa%3DN%26start%3D105
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Mitigation Techniques

Industry Communication –
Processor/Association Fraud Calls
— FICO Fraud Call (www.fico.com)

— FICO Fraud Alert Network 
(www.fraudalertnetwork.com)

— IAFCI (www.iafci.org) 

http://www.fico.com/
http://www.fraudalertnetwork.com/
http://www.iafci.org/
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Life and Death of the Counterfeit Card

Summary

Gathering the Data

Creating the Card

Fraudsters using the Card

Investigating the Activity

Mitigating the Risks
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For More Information
Angie Hille, Assistant Vice President, Security Fraud and Chargebacks

812.647.9573

Angela.Hille@cmcone.com

www.CMCone.com and www.nafcu.org/cmc

CMC is a proven provider of outsourced support services aligned with 
credit card, debit card, private label card, and various loan products to 
over 100 financial institutions and merchants throughout the United 
States.  An experienced industry leader since 1988, we specialize in 
the delivery of superior quality servicing solutions to domestic and 
international clients.  Capitalizing on our multi-platform technology, our 
full service contact center provides 24x7/365 multi-lingual services to 
approximately 1.7 million cardholders. CMC is in business to help 
you grow yours!

mailto:Angela.Hille@cmcone.com
http://www.cmcone.com/
http://www.nafcu.org/cmc

